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O
verview

W
hat w

e w
ill cover

lThe problem
s that D

N
S

S
E

C
 addresses

lThe protocol and im
plem

entations
lThings to take into account to deploy D

N
S

S
E

C
 

lThe practical problem
s tied to real-w

orld deploym
ent



C
ontents

lS
cope of the problem

lD
N

S
 rem

inders
lD

N
S

S
E

C
 concepts

lD
eploym

ent &
 operations

lIssues (w
hat isn't solved) &

 other aspects
lS

tatus of D
N

S
S

E
C

 today
lLive dem

onstration



Scope of the problem

So w
hat are the issues?

D
N

S C
ache Poisoning

lInject forged data into the cache by either:

a) returning additional (forged) data outside the scope of the 
origingal query
 ⋅b) responding to the caching server w

ith forged data before the 
authoritative server's answ

er is received

èFirst issue fixed 20 years ago
èS

econd issue theoretically very difficult
.until D

an K
am

insky in 2008



Scope of the problem

W
hat risks ?

⋅M
isdirection of queries for an entire dom

ain
⋅R

esponse to non-existent dom
ains

⋅M
X

 hijacking
⋅M

ake a large dom
ain (S

LD
 or TLD

) dom
ain “disappear” 

from
 an IS

P
's cache – D

oS
⋅Identity theft using S

S
L stripping attacks (banks, 

eG
overnance)

⋅M
ore fun stuff...

These have been spotted in the w
ild, and code IS

 available...
S

ee D
an K

am
insky's slides for a m

ore details &
 scenarios

lA great illustrated guide
http://unixw

iz.net/techtips/iguide-kam
insky-dns-vuln.htm

l



R
efresher



D
N

S rem
inders

lIS
C

 B
IN

D
 zone file form

at is com
m

only used, and w
e 

w
ill use this notation here.
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D
N

S rem
inders

lR
ecord structure:
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D
N

S rem
inders

lM
ultiple resource records w

ith sam
e nam

e and type 
are grouped into R

esource R
ecord S

ets (R
R

sets):
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D
N

S D
ata Flow

Points of attack

STU
B

resolver
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(recursive)

caching
resolver

(recursive)

M
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file

(text,
D

B
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ic
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m
an in the
m

iddle
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m
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m
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D
N

SSEC
 in a nutshell

lD
ata authenticity and integrity by signing the 

R
esource R

ecords S
ets w

ith a private key
lP

ublic D
N

S
K

E
Y

s published, used to verify the 
R

R
S

IG
s

lC
hildren sign their zones w

ith their private key
⋅A

uthenticity of that key established by parent signing 
hash (D

S
) of the child zone's key

lR
epeat for parent...

lN
ot that difficult on paper

⋅O
perationally, it is a bit m

ore com
plicated

D
S

KEY   ⇔
 KEY   –signs→

  zone data



C
oncepts

lN
ew

 R
esource R

ecords (D
N

S
K

E
Y, R

R
S

IG
, 

N
S

E
C

/N
S

E
C

3 and D
S

)
lN

ew
 packet options (C

D
, A

D
, D

O
)

lS
etting up a S

ecure Zone
lD

elegating S
igning A

uthority
lK

ey R
ollovers



D
N

SSEC
 concepts

lC
hanges D

N
S

 trust m
odel from

 one of ”open” and 
”trusting” to one of ”verifiable”

lU
se of public key cryptography to provide:

⋅A
uthentication of origin

⋅D
ata integrity

⋅A
uthenticated denial of existence

lN
o attem

pt to provide confidentiality (N
O

 encryption)
lD

N
S

S
E

C
 does not norm

ally place com
putational 

load on the authoritative servers ( != those signing 
the zone)

lN
o m

odifications to the core protocol
⋅C

an coexist w
ith today's infrastructure (E

D
N

S
0)



D
N

SSEC
 concepts

lB
uild a chain of trust using the existing delegation-

based m
odel of distribution that is the D

N
S

lD
on't sign the entire zone, sign a R

R
set 

lN
ote: the parent D

O
E

S
 N

O
T sign the child zone. 

The parent signs a pointer (hash) to the key used to 
sign the data of child zone (D

S
 record) 

“.”

O
R

G

N
S

R
C

W
S

SIGN
ED

SIGN
ED

SIGN
EDSIGN

ED



N
ew

 R
esource R

ecords



D
N

SSEC
: new

 R
R

s

A
dds five new

 D
N

S
 R

esource R
ecords*:

1D
N

SK
EY

: P
ublic key used in zone signing 

operations.
2R

R
SIG

: R
R

set signature
3 N

SEC
 &

4 N
SEC

3: R
eturned as verifiable evidence that the 

nam
e and/or R

R
 type does not exist 

5D
S

: D
elegation S

igner. C
ontains the hash of the 

public key used to sign the key w
hich itself w

ill be 
used to sign the zone data. Follow

 D
S R

R
's until a 

”trusted” zone is reached (ideally the root).

*S
ee G

eoff H
uston's discussion at http://ispcolum

n.isoc.org/2006-08/dnssec.htm
l 



D
N

SSEC
: D

N
SK

EY R
R

M
Y
Z
O
N
E
.
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O
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- FLA
G

S
 determ

ines the usage of the key (m
ore on this...)

- P
R

O
TO

C
O

L is alw
ays 3 (D

N
S

S
E

C
(

- A
LG

O
R

ITH
M

 can be:
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5 – R
S

A
/S

H
A

-1 (m
andatory in validator)

  1 – R
S

A
/M

D
5 (deprecated)

8 – R
S

A
/S

H
A
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  2 – D

iffie/H
ellm

an
  3 – D

S
A

/S
H

A
-1 (optional)
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D
N

SSEC
: Tw

o keys, not one...

lThere are in practice at least tw
o D

N
S

K
E

Y pairs for 
every zone.

lO
riginally, one key-pair (public, private) defined for 

the zone:
èprivate key used to sign the zone data (R

R
sets) 

èpublic key published (D
N

S
K

E
Y

) in zone
lD

N
S

S
E

C
 w

orks fine w
ith a single key pair...

lP
roblem

 w
ith using a single key:

⋅E
very tim

e the key is updated the, D
S

 record 
corresponding to the key m

ust be updated in the 
parent zone as w

ell
èIntroduction of K

ey S
igning K

ey (flags = 257)



D
N

SSEC
: K

SK
 and ZSK

lK
ey S

igning K
ey (K

S
K

)
⋅pointed to by parent zone in the form

 of D
S

 
(D

elegation S
igner). A

lso called S
ecure E

ntry P
oint

⋅used to sign the Zone S
igning K

ey (ZS
K

)
lZone S

igning K
ey (ZS

K
)

⋅signed by the K
ey S

igning K
ey

⋅used to sign the zone data R
R

sets 
lThis decoupling allow

s for independent updating of 
the ZS

K
 w

ithout having to update the K
S

K
, and 

involve the parent – less adm
inistrative interaction.

D
S

K
S

K
  ⇔

 KSK   –signs→
  ZSK  –signs→

  R
R

sets



D
N

SSEC
: R

esource R
ecord SIG

nature
R

R
set signed using ZSK
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D
N

SSEC
: R

R
SIG

lTypical default values (not a standard, but B
P

):
⋅S

ignature inception tim
e is 1 hour before

⋅S
ignature expiration is 30 days from

 now
⋅P

roper tim
ekeeping (N

TP
) is required

lW
hat happens w

hen the signatures run out ?
⋅S

E
R

V
FA

IL...
⋅Your dom

ain effectively disappears from
 the Internet for 

validating resolvers
lN

ote that the keys do not expire.
lTherefore, regular re-signing is part of the operations 
process (not only w

hen changes occur)
lN

ot all R
R

sets need be resigned at the sam
e tim

e



D
N

SSEC
: N

SEC
/N

SEC
3

lP
roof of non-existence using N

S
E

C
 &

 N
S

E
C

3
lR

em
em

ber, the authoritative servers are serving 
precalculated records.  N

o on-the-fly generatio
⋅N

S
E

C
 provides a pointer to the N

ext SEC
ure record 

in the chain of records.
è“there are no other records betw

een this one and 
the next”, signed.

⋅The entire zone is sorted lexicographically:
illustrate

m
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n
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D
N

SSEC
: N

SEC
/N

SEC
3

m
y
z
o
n
e
.
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lLast N
S

E
C

 record points back to the first.
lP

roblem
:

⋅Zone enum
eration (w

alk list of N
S

E
C

 records)
⋅P

ublic D
N

S
 shouldn't be used to store sensitive inform

ation
èB

ut policy requirem
ents vary.



D
N

SSEC
: N

SEC
/N

SEC
3

lIf the server responds N
X

D
O

M
A

IN
:

⋅O
ne or m

ore N
S

E
C

 R
R

s indicate that the nam
e (or a 

w
ildcard expansion) does not exist

lIf the server's response is N
O

E
R

R
O

R
:

⋅...and the answ
er section is em

pty
èThe N

S
E

C
 proves that the TY

P
E

 did not exist



D
N

SSEC
: N

SEC
/N

SEC
3

lW
hat about N

S
E

C
3 ?

⋅W
e w

on't get into details here:

èD
on't sign the nam

e of the N
ext S

E
C

ure record, but a hash of it
.

S
till possible to prove non-existence, w

ithout revealing nam
e.

èThis is a sim
plified explanation.  R

FC
 5155 covering N

S
E

C
3 is 

long!
⋅A

lso introduces the concept of “opt-out” (see section 6 of 
the R

FC
) for delegation-centric zones 

⋅D
on't bother signing R

R
sets for delegations w

hich you know
 

don't im
plem

ent D
N

S
S

E
C

.



D
N

SSEC
: D

S
lD

elegation S
igner

lH
ash of the K

S
K

 of the child zone
lS

tored in the parent zone, together w
ith the N

S
 R

R
s 

indicating a delegation of the child zone
lThe D

S
 record for the child zone is signed together 

w
ith the rest of the parent zone data

N
S

 records are N
O
T signed (they are a hint/pointer)

m
y
z
o
n
e
.
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D
N

SSEC
: D

S

lTw
o hashes generated by default:

⋅1       S
H

A
-1                M

andatory support for validator
⋅2       S

H
A

-256            M
andatory support for validator

lN
ew

 algorithm
s are being standardised upon

lThis w
ill happen continually as algorithm

s are broken/proven to be 
unsafe



D
N

SSEC
: new

 fields/flags

lU
pdates D

N
S

 protocol at the packet level
lN

on-com
pliant D

N
S

 recursive servers should ignore 
these:

⋅C
D

: C
hecking D

isabled (ask recursing server to not perform
 

validation, even if D
N

S
S

E
C

 signatures are available and 
verifiable, i.e.: a S

ecure E
ntry P

oint can be found)
 ⋅A
D

: A
uthenticated D

ata, set on the answ
er by the validating 

server if the answ
er could be validated, and the client requested 

validation

lA new
 E

D
N

S
0 option

⋅D
O

: D
N

S
S

E
C

 O
K

 (E
D

N
S

0 O
P

T header) to indicate client 
support for D

N
S

S
E

C
 options



D
em

o: the new
 records



Security Status of D
ata 

(R
FC

4033 § 5 &
(4.3 § 4035 

lS
ecure

⋅
R

esolver is able to build a chain of signed D
N

S
K

E
Y and D

S
 R

R
s from

 a trusted 
security anchor to the R

R
set

lInsecure
⋅

R
esolver know

s that it has no chain of signed D
N

S
K

E
Y and D

S
 R

R
s from

 any 
trusted starting point to the R

R
set 

lB
ogus

⋅
R

esolver believes that it ought to be able to establish a chain of trust but for 
w

hich it is unable to do so
⋅

M
ay indicate an attack but m

ay also indicate a configuration error or som
e form

 
of data corruption 

lIndeterm
inate

⋅
N

o trust anchor to indicate if the zone and children should be secure.
R

esolver is not able to determ
ine w

hether the R
R

set should be signed.



Signing a zone...



Enabling D
N

SSEC

lM
ultiple system

s involved
⋅S

tub resolvers
èN

othing to be done... but m
ore on that later

⋅C
aching resolvers (recursive)

èE
nable D

N
S

S
E

C
 validation

èC
onfigure trust anchors m

anually (or D
LV

)

⋅A
uthoritative servers

èE
nable D

N
S

S
E

C
 code (if required)

.S
igning &

 serving need not be perform
ed on sam

e 
m

achine
.S

igning system
 can be offline



Signing the zone
(using the B

IN
D

 tools)

1.G
enerate keypairs

2.Include public D
N

S
K

E
Y

s in zone file
3.S

ign the zone using the secret key ZS
K

4.P
ublishing the zone

5.P
ush D

S
 record up to your parent

6.W
ait...



1. G
enerating the keys

#
 
G
e
n
e
r
a
t
e
 
Z
S
K

d
n
s
s
e
c
-
k
e
y
g
e
n
 
[
-
a
 
r
s
a
s
h
a
1
 
-
b
 
1
0
2
4
]
 
-
n
 
Z
O
N
E
 
 
m
y
z
o
n
e

#
 
G
e
n
e
r
a
t
e
 
K
S
K

d
n
s
s
e
c
-
k
e
y
g
e
n
 
[
-
a
 
r
s
a
s
h
a
1
 
-
b
 
2
0
4
8
]
 
-
n
 
Z
O
N
E
 
-
f
 
K
S
K
 

m
y
z
o
n
e

This generates 4 files:
 
 
K
m
y
z
o
n
e
.
+
0
0
5
+
i
d
_
o
f
_
z
s
k
.
k
e
y

 
 
K
m
y
z
o
n
e
.
+
0
0
5
+
i
d
_
o
f
_
z
s
k
.
p
r
i
v
a
t
e

 
 
K
m
y
z
o
n
e
.
+
0
0
5
+
i
d
_
o
f
_
k
s
k
.
k
e
y

 
 
K
m
y
z
o
n
e
.
+
0
0
5
+
i
d
_
o
f
_
k
s
k
.
p
r
i
v
a
t
e



2. Including the keys into the zone

Include the D
N

S
K

E
Y records for the ZS

K
 and K

S
K

 into the 
zone, to be signed w

ith the rest of the data:

 
 
 
c
a
t
 
K
m
y
z
o
n
e
*
k
e
y
 
>
>
m
y
z
o
n
e

or add to the end of the zone file:

 
 
 
$
I
N
C
L
U
D
E
 
“
K
m
y
z
o
n
e
.
+
0
0
5
+
i
d
_
o
f
_
z
s
k
.
k
e
y
”

 
 
 
$
I
N
C
L
U
D
E
 
“
K
m
y
z
o
n
e
.
+
0
0
5
+
i
d
_
o
f
_
k
s
k
.
k
e
y
”



3. Signing the zone

S
ign your zone

 
 
 
 
#
 
d
n
s
s
e
c
-
s
i
g
n
z
o
n
e
 
m
y
z
o
n
e

ldnssec-signzone w
ill be run w

ith all defaults for signature duration, 
the serial w

ill not be increm
ented by default, and the private keys to 

use for signing w
ill be autom

atically determ
ined.

lS
igning w

ill:
⋅S

ort the zone (lexicographically)
⋅Insert:

.N
S

E
C

 records (N
S

E
C

 is default)
.R

R
S

IG
 records (signature of each R

R
set)

.D
S

 records from
 child keyset files (for parent: -g option)

⋅G
enerate key-set and D

S
-set files, to be com

m
unicated to the 

parent



3. Signing the zone (2)

lIS
C

 B
IN

D

⋅S
ince version 9.7.0, autom

ated zone signing
èM

akes life m
uch easier

èK
ey generation, m

anagem
ent &

 rollover still needs to be done 
separately

⋅Version 9.8.0 introduces inline signing
èE

asier integration in existing chain of production



4. Publishing the signed zone

lP
ublish signed zone by reconfiguring the nam

eserver to 
load the signed zonefile.

l... but you still need to com
m

unicate the D
S

 R
R

set in a 
secure fashion to your parent, otherw

ise no one w
ill 

know
 you use D

N
S

S
E

C



5. Pushing D
S record to parent

lN
eed to securely com

m
unicate the K

S
K

 derived D
S 

record set to the parent
⋅R

FC
s 4310, 5011

l... but w
hat if your parent isn't D

N
S

S
E

C
-enabled ?

⋅D
LV



Enabling D
N

SSEC
 in the resolver

lC
onfigure forw

arding resolver to validate D
N

S
S

E
C

lTest...
lR

em
em

ber, validation is only done in the resolver
lO

thers need to enable D
N

S
S

E
C

 validation – it doesn't 
help if you are the only one doing it!



Q
uestions so far ?

Sum
m

ary

•
G

enerating keys
•

S
igning and publishing the zone

•
R

esolver configuration
•

Testing the secure zone



Signature expiration

lS
ignatures are per default 30 days (B

IN
D

)
lN

eed for regular resigning:
⋅To m

aintain a constant w
indow

 of validity for the 
signatures of the existing R

R
set

⋅To sign new
 and updated R

rsets
⋅U

se of jitter to avoid having to resign all expiring R
R

sets 
at the sam

e tim
e

lThe keys them
selves do N

O
T expire...

⋅B
ut they m

ay need to be rolled over...



K
ey R

ollovers

lTry to m
inim

ise im
pact

⋅S
hort validity of signatures

⋅R
egular key rollover

lR
em

em
ber: D

N
S

K
E

Y
s do not have tim

estam
ps

⋅the R
R

S
IG

 over the D
N

S
K

E
Y has the tim

estam
p

lK
ey rollover involves second party or parties:

⋅S
tate to be m

aintained during rollover
⋅O

perationally expensive
lR

FC
5011 + B

IN
D

 support
lS

ee http://w
w

w
.potaroo.net/ispcol/2010-02/rollover.htm

l



K
ey R

ollovers

lTw
o m

ethods for doing key rollover

⋅pre-publish
⋅double signature

lK
S

K
 and ZS

K
 rollover use different m

ethods
(courtesy D

N
S

S
E

C
-Tools.org)



K
ey R

ollovers

lZSK
 R

ollover U
sing the Pre-Publish M

ethod

 1. w
ait for old zone data to expire from

 caches (TTL)
 2. sign the zone w

ith the K
S

K
 and published ZS

K
 3. w

ait for old zone data to expire from
 caches

 4. adjust keys in key list and sign the zone w
ith new

 ZS
K



K
ey R

ollovers

lK
SK

 R
ollover U

sing the D
ouble Signature M

ethod

  1. w
ait for old zone data to expire from

 caches
  2. generate a new

 (published) K
S

K
  3. w

ait for the old D
N

S
K

E
Y R

R
set to expire from

 caches
  4. roll the K

S
K

s
  5. transfer new

 D
S

 keyset to the parent
  6. w

ait for parent to publish the new
 D

S
 record

  7. reload the zone

It is also possible to use dual D
S

 in the parent zone



A
utom

ated toolkits

lLuckily, a num
ber of toolkits already exist to m

ake 
D

N
S

S
E

C
 operations as sm

ooth as possible
lD

oesn't solve all problem
s yet, such as interaction 

w
ith parent and children (D

S
 m

anagem
ent, …

), but 
take care of all the rough edges of running a P

K
I 

(yes, that's w
hat it is...)

lhttp://w
w

w
.dnssec.net/softw

are
⋅w

w
w

.opendnssec.org
⋅w

w
w

.dnssec-tools.org
⋅http://w

w
w

.hznet.de/dns/zkt/
⋅…



So, w
hat does D

N
SSEC

 protect ?

STU
B

resolver
STU

B
resolver

caching
resolver

(recursive)

caching
resolver

(recursive)

M
A

STER
M

A
STER

SLAVES
SLAVES

SLAVES

zone
file

(text,
D

B
)

dynam
ic

updates

m
an in the
m

iddle
cache

poisoning
m

odified
data Zone 

Transfer

spoofing
m

aster
(routing/D

oS)
spoofed
updates

corrupted
data

PR
O

TEC
TIO

N
 B

Y D
N

SSEC

ATTACK
VECTORS

DATA

(TSIG
)



W
hat doesn't it protect ?

lC
onfidentiality

⋅The data is not encrypted

lC
om

m
unication betw

een the stub resolver (i.e: 
your O

S
/desktop) and the caching resolver.

⋅For this, you w
ould have to use TS

IG
, S

IG
(0), or 

you w
ill have to trust your resolver

⋅It perform
s all validation on your behalf

lS
till need to do validation yourself if you don't 

trust your upstream
's nam

eservers



Validating the chain of trust



W
hy the long tim

efram
e ?

M
any different reasons...

lLack of best practice. O
ps experience scarce

lR
isks of failure (failure to sign, failure to update) 

w
hich w

ill result in your zone disappearing
lS

pecification has changed several tim
es

èN
S

E
C

 allow
s for zone enum

eration
lU

ntil 2008, D
N

S
S

E
C

 “a solution w
/o problem

”
lD

elay in getting the root signed (politics)
lIncreased fragility – resolution less tolerant to 
brokenness!

lFailed validation penalizes client, not ow
ner



W
alking the C

hain of Trust
(slide courtesy R

IPE)

 (root) .

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
T
r
u
s
t
e
d
 
K
e
y
 
.
 
8
9
0
7

org.

nsrc.org.

Locally C
onfigured

 
n
s
r
c
.
o
r
g
.
 
 
 
 
 
 
 
 
 
D
N
S
K
E
Y
 
(
…
)
 
r
w
x
0
0
2
…
 
 
(
4
2
5
2
)
 
;
 
K
S
K

 
 
 
 
 
 
 
 
 
D
N
S
K
E
Y
 
(
…
)
 
s
o
v
P
4
2
…
 
 
(
1
1
1
1
)
 
;
 
Z
S
K

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
R
R
S
I
G
 
 
D
N
S
K
E
Y
 
(
…
)
 
4
2
5
2
 
n
s
r
c
.
o
r
g
.
 
 
5
t
.
.
.

 
w
w
w
.
n
s
r
c
.
o
r
g
.
 
 
 
 
 
A
 
2
0
2
.
1
2
.
2
9
.
5

 
 
 
 
 
 
 
 
 
R
R
S
I
G
 
 
A
 
 
(
…
)
 
 
1
1
1
1
 
n
s
r
c
.
o
r
g
.
 
 
a
3
.
.
.

 
o
r
g
.
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
N
S
K
E
Y
 
(
…
)
 
q
3
d
E
w
…
 
(
7
8
3
4
)
 
;
 
K
S
K

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
N
S
K
E
Y
 
(
…
)
 
5
T
Q
3
s
…
 
(
5
6
1
2
)
 
;
 
Z
S
K

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
R
R
S
I
G
 
 
D
N
S
K
E
Y
 
(
…
)
 
 
7
8
3
4
 
o
r
g
.
 
 
c
M
a
s
…

 
n
s
r
c
.
o
r
g
.
 
 
 
 
 
 
 
 
 
D
S
 
 
 
4
2
5
2
 
3
 
1
a
b
1
5
…

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
R
R
S
I
G
 
 
D
S
 
(
…
)
 
o
r
g
.
 
5
6
1
2
 

.
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
N
S
K
E
Y
 
(
…
)
 
5
T
Q
3
s
…
 
(
8
9
0
7
)
 
;
 
K
S
K

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
N
S
K
E
Y
 
(
…
)
 
l
a
s
E
5
…
 
(
2
9
8
3
)
 
;
 
Z
S
K

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
R
R
S
I
G
 
 
D
N
S
K
E
Y
 
(
…
)
 
 
8
9
0
7
 
.
 
 
6
9
H
w
9
…

 
o
r
g
.
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D
S
 
 
 
7
8
3
4
 
3
 
1
a
b
1
5
…

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
R
R
S
I
G
 
 
 
D
S
 
(
…
)
 
.
 
2
9
8
3



D
N

SSEC
 D

eploym
ent

&
 O

perations



D
eploying D

N
SSEC

the boring bits
lA D

P
S

 (D
N

S
S

E
C

 P
olicy &

 P
ractice S

tatem
ent)

http://tools.ietf.org/htm
l/draft-ietf-dnsop-dnssec-dps-fram

ew
ork-03

⋅___ 
⋅D

etails the design, im
plem

entation, m
ethods and practices 

governing the operation of a D
N

S
S

E
C

 signed zone
⋅H

elps external parties review
/scrutinize the process and evaluate 

the trustw
orthiness of the system

.

lE
xisting operational fram

ew
ork in w

hich to insert the 
D

N
S

S
E

C
 process

⋅m
uch larger chance of shooting one self in foot if 

the organisation doesn't have proper operational 
procedures in the first place.



serve

W
hat does it take to deploy 

D
N

SSEC
 ? (2)

lM
onitoring

D
B

export

w
w

w
 A 1.2.3.4

xyz   A 2.3.4.5
w

w
w

 A 1.2.3.4
xyz   A 2.3.4.5

com
pleteness

validate

SIGN

H
SM

PU
B
LISH

w
w

w
 A 1.2.3.4

xyz   A 2.3.4.5

a

a

a

a

w
w

w
 A 1.2.3.4

!



D
eploym

ent hurdles
and other issues



Lack of operational experience...

E
veryone talks about D

N
S

S
E

C

l... but few
 people have real hands-on experience 

w
ith day-to-day operations

lO
ne can't just turn D

N
S

S
E

C
 on and off

⋅no longer signing the zone isn't enough
⋅parent needs to stop publishing D

S
 record + 

signatures
lFailure m

odes are fairly w
ell know

n, but recovery 
procedures cum

bersom
e and need m

anual 
intervention



D
S publication m

echanism
s

S
tandardized w

ay to com
m

unicate D
S

 to parent, but 
not w

idely deployed, or different m
ethod used

⋅S
S

L upload ?
⋅P

G
P

/G
P

G
 signed m

ail ?
⋅E

P
P extension (R

FC
4310)

lR
em

em
ber, this should happen securely

lR
edelegation or change of registrant w

hen the zone is 
signed
⋅S

hare the key during the transition ?
⋅Turn off D

N
S

S
E

C
 for the tim

e ?
⋅W

hat if the original adm
inistrator is not cooperative ?

èP
olicy issues



ED
N

S0 and broken firew
alls,

D
N

S servers

D
N

S
S

E
C

 im
plies E

D
N

S
0

⋅Larger D
N

S
 packets m

eans > 512 bytes
⋅E

D
N

S
0 not alw

ays recognized/allow
ed by firew

all
⋅TC

P filtering, overzealous adm
inistrators...

lM
any hotel netw

ork infrastructures (m
aybe this one as w

ell) 
do not allow

 D
N

S
S

E
C

 records through, or interfere w
ith 

D
N

S
 resolution

⋅C
aptive portals, redirections



A
pplication aw

areness

lA
pplications don't know

 about D
N

S
S

E
C

, m
ostly

⋅U
sers cannot see w

hy things failed
⋅P

ush support questions back to netw
ork staff

èC
om

pare w
ith S

S
L failures (for users w

ho can read...)

l  There are A
P

Is – currently 2
-  http://tools.ietf.org/id/draft-hayatnagarkar-dnsext-validator-api-07.txt
-   http://w

w
w

.unbound.net/docum
entation/index.htm

l

èFirefox plugin, C
hrom

e support
èW

hat if applications explicitly set +C
D

 ?



Securing the last link

lS
tub resolvers rem

ain open to m
an in the m

iddle 
attacks
–

N
ot m

any w
ays around this

–
E

ither trust your resolver, use TS
IG

 or validate yourself

lW
ork is being done to address these issues
–

D
N

S
 over other transport protocols to w

ork around 
excessive filtering

⋅dnssec-trigger project 
(http://w

w
w

.nlnetlabs.nl/projects/dnssec-trigger/)



O
PC

O
D

E=0

?


